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6.1 Introduction
The rise in criminal opportunities by using IT-systems and the unique nature 
of cyber-dependent crime, resulted in the need to gain insight into the extent 
to which the people who commit these crimes are similar to or different from 
traditional offenders. Therefore, the main goal of this dissertation was to 
empirically compare cyber-offenders with traditional offenders on four important 
domains in criminology: offending over the life-course, personal and situational 
risk factors for offending and victimisation, similarity in deviance in the social 
network, and motivations related to different offence clusters. Previous research 
had already identified several correlates of cyber-offending that are similar to 
correlates of traditional offending, but empirical comparisons of the strength of 
these correlates were non-existent. In addition, non-US adult samples and cyber-
dependent crimes that require advanced IT-skills were understudied. Therefore, 
this dissertation contributed to the literature by comparing cyber-dependent 
offending with traditional offending among Dutch adults.
6.2 General results
The following sections will first briefly summarise the most important results of 
each empirical chapter. This will provide the answers to the question to what extent 
cyber-offenders differ from traditional offenders in each of these four domains. 
Subsequently, the results will be interpreted in a general conclusion.
6.2.1 Longitudinal life-course study (Chapter 2)
In Chapter 2, a longitudinal dataset of registration data for the period 2000-2012 
was used to study cyber-offending and traditional offending over the life-course. 
Based on the nature of cyber-offending it was argued that the life circumstances 
that generally reduce the likelihood of traditional offending, may not be equally 
influential for cyber-offending. For personal life circumstances it was found that 
living with a partner or with a partner and a child reduces the likelihood of cyber-
offending, and living as a single parent increases the likelihood of offending. In 
contrast to expectations, these estimates were in the same direction and even 
stronger for cybercrime compared to traditional crime. 
With respect to professional life circumstances, the results were more in line with 
the expectations. There was no statistically significant effect of employment or 
enrolment in education on cyber-offending, while these life circumstances did 
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reduce traditional offending statistically significantly. Within the complete offender 
population of this study, the results even pointed to some interesting differences 
between general employment and employment in the IT-sector and enrolment in 
education. In line with the estimates for traditional crime, general employment 
reduced the likelihood of cyber-offending. In contrast, employment in the IT-sector 
increased the likelihood of cyber-offending. Similarly, being enrolled in education, 
both general- and IT-education, also increased the likelihood of cyber-offending. 
These results regarding personal and professional life circumstances seem to 
indicate that, even though cyber-offending is less visible than traditional offending, 
social control of others can reduce the likelihood of cyber-offending. However, some 
traditionally protective life circumstances can increase opportunities for cyber-
offending and apparently the control of others in these situations cannot prevent a 
person from using those opportunities to commit cybercrime.
6.2.2 Correlates of offending, victimisation, and victimisation-
offending (Chapter 3)
Based on the cross-sectional dataset collected for this dissertation, this chapter 
studied risk factors for victimisation and offending for cybercrime and traditional 
crime. From the literature, there appeared to be an overlap of cybercrime offending 
and victimisation, just as for traditional crime. Therefore, this study compared 
patterns in personal and situational risk factors for separate groups of offenders-
only, victims-only and victim-offenders, between cybercrime and traditional crime. 
In line with the literature, the results showed that physical convergence of victims 
and offenders is not necessary for a victim-offender overlap to occur, as the data also 
indicated the existence of a victim-offender overlap for cyber-dependent crime. 
For cybercrime, offenders-only committed the relatively more technically 
sophisticated crimes compared to victim-offenders. This was also reflected in the 
risk factors for offenders-only, as the likelihood of offending-only was higher if a 
person had more IT-skills, did not have a statistically significantly low self-control, 
and had online activities in which they could increase their criminal IT-skills. 
These offenders-only appear to be capable of committing the more sophisticated 
types of cybercrime and simultaneously reduce their risk for victimisation. For 
victim-offenders, on the other hand, IT-skills also increased the likelihood of 
victimisation-offending, but less so compared to offenders-only. In addition, 
low self-control increased the likelihood of victimisation-offending. Lastly, more 
general online routine activities, in which both opportunities for offending and 
risks for victimisation could emerge, were related to victimisation-offending. 
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When comparing these results to traditional crime, it was shown that for both types 
of crime, victim-offenders have more risk factors and the effect of low self-control 
is very similar. Differences are mostly found in situational risk factors, as the 
differences seem to be the result of the different context in which these crimes take 
place. Online activities are more important for cybercrime, while offline activities 
are more important for traditional crime.
6.2.3 Similarity in deviance of social network members (Chapter 4)
Based on ego-centred network data from the cross-sectional survey dataset 
collected for this dissertation, this chapter tested to what extent the relation 
between deviance of an individual and deviance of a social network member 
is weaker for cybercrime compared to traditional crime. First of all, in line with 
previous research on cybercrime, a statistically significant similarity in deviance 
was found. Even when controlling for the possibility that this similarity was caused 
by other factors, like similarity in gender or age. Nevertheless, the comparison with 
traditional crime indicated an important difference in the strength of the similarity 
in deviant behaviour, which appeared to be weaker for cybercrime. 
Subsequently, this chapter explored differences between social network members. 
This indicated that both for cybercrime and traditional crime the relation is 
stronger for daily-contacted network members of the same gender. However, when 
comparing the differences between network members who are younger, older, 
or of the same age, the results indicated important differences. For cybercrime 
the relation is strongest for older social network members, followed by younger 
and same-aged contacts, while for traditional crime the relation is strongest for 
same-aged contacts, followed by younger and older contacts. This indicates that 
older role models may be relatively more important for cybercrime compared to 
traditional crime. 
6.2.4 Clusters of offences and related motivations (Chapter 5)
This chapter used the self-reported offending questions from the cross-sectional 
dataset, to examine which clusters of crime could be identified in the data and to 
what extent cyber-dependent offenders could be distinguished from traditional 
offenders. In addition, the data on self-reported motivations were used to examine 
which motivations offenders provide for the different clusters of offending and to 
what extent the clusters distinguish themselves from the others by these motivations. 
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First of all, with regard to the clusters, the analyses indicated that cyber-dependent 
crime is seldom committed by offenders who also commit traditional crimes. None 
of the clusters that were identified included both cybercrimes and traditional 
crimes. The cybercrimes that were often committed by the same offender appeared 
to be part of the same modus operandi or to be related because they require the 
same skill set and context. 
In contrast to most hypothetical claims in the literature on cybercrime and in 
contrast to traditional crimes, the cyber-offenders in this sample almost never 
indicated a financial motivation. In line with most empirical literature on 
cybercrime, but in contrast to most traditional crimes, intrinsic motivations 
were most important for all cybercrime clusters. Extrinsic motivations were 
less important for cybercrime compared to traditional crime. However, some 
differences between the cybercrimes could be observed for extrinsic motivations, 
as hacking and internet related crimes were more often committed to put things 
straight or to deliver a message, and the internet related crimes were also more 
often committed out of revenge, anger or to bully someone. In contrast to what 
has been reported in some literature on cybercrime, impressing others or trying to 
gain power was rarely indicated as a motivation for cyber-offending.
6.2.5 General conclusion
Based on the empirical research conducted on the four domains in this dissertation, 
the question to what extent cyber-offenders differ from traditional offenders can 
be answered as follows: Correlates of cyber-offending are to some extent similar 
to correlates of traditional offending. Nevertheless, important differences occur 
in each domain, which seems to be the result of the different context in which 
cybercrime takes place. These differences should be kept in mind when applying 
explanations for traditional offending to cyber-offending. Therefore, I will 
highlight the most important differences and connect the differences found in 
each domain to the differences found in the other domains.
Offenders who commit cyber-dependent crimes rarely also commit traditional 
crimes. This indicates that they are a specific type of offender. The context in which 
these offenders commit their crimes also requires them to have IT-skills, as IT-skills 
are an important predictor of cyber-offending. These skills seem to be learned in 
a different way than the skills needed for traditional offending. In relation to that, 
low self-control is only a risk factor for victim-offenders, who generally commit the 
less sophisticated types of crime. The more technical types of crime are committed 
by offenders-only who seem to have the ability to learn IT-skills and carefully 
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plan and execute their crimes. Similarly, intrinsic motivations, like curiosity and 
the educational aspect of learning IT-skills through offending, distinguish cyber-
offending from traditional offending.
Just as for traditional offending, having strong social relationships like a romantic 
partner and a child decreases the likelihood of cyber-offending. Nevertheless, 
the deviance of strong social contacts seems to be less important for cybercrime 
compared to traditional crime. One of the explanations for this could be the finding 
that impressing others is generally not a motivation for committing a cybercrime. 
Lastly, it is clear that opportunities for cyber-offending emerge in different 
situations than opportunities for traditional offending. The digital context in which 
these crimes are committed has changed the activities that provide opportunities 
and risks. This context may further increase the likelihood of offending, because of 
the limited perceived real-life consequences of deviant behaviour in this context 
and the invisibility of that behaviour.
Even though these are important differences, various correlates of cyber-offending 
have shown to be similar to correlates of traditional offending. Therefore, these 
differences do not require us to develop completely new explanations for cyber-
offending. However, we also cannot simply apply explanations for traditional 
offenses to cyber-offenses, without taking the different context in which these 
crimes take place into account. As cybercrime is becoming more prevalent, it is to 
be expected that criminological studies will start to include these types of crime. For 
that purpose, it should be noted that even though some traditional explanations for 
offending seem to be quite robust for these new crimes, some of the predictors for 
traditional offending are not found for cyber-offending. This does not mean that 
these explanations should not be used, or that studies cannot include cybercrimes 
in addition to traditional crimes, but it does mean that predictions and measures 
based on these explanations should be adjusted to the digital domain. We should 
also be careful in using these traditional predictors for explaining cybercrime, 
without empirically testing if the evidence is just as strong for cybercrime as it is 
for traditional crime.
6.3 General limitations
Each empirical chapter discussed the limitations that were related to the data and 
measures for that specific domain. Nevertheless, some general limitations should 
be addressed here. First of all, the samples in this dissertation were drawn from 
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police and prosecutor’s data. For the longitudinal dataset of Chapter 2, this means 
that the outcome variable reflects when a person was a suspect of a crime, but it 
is unknown if this person was actually guilty of committing that crime and it is 
unknown to what extent this person also committed crimes in the years he or she 
was not caught by the police. For Chapter 3 to 5, this means that the population that 
was studied is a high risk population. The analyses indicated which present-day risk 
factors, social contacts and motivations were related to present-day self-reported 
offending of people who had been caught by the police for committing a crime in 
the past, prior to the twelve-month period of the self-report questions. 
Like most research on crime and criminals, there is a dark number and therefore 
using police or prosecutor’s data could also result in a selective sample, as it only 
reflects the people who have been caught for committing a crime. This means that 
the results may be different in general population samples and among offenders 
who have been able to avoid the long arm of the police. For example, if offenders 
with financial motivations are better able to avoid apprehension than offenders 
with intrinsic motivations, then the results do not reflect the relative importance of 
different motivations for all cyber-offenders. For cybercrime, it is well known that 
apprehension rates are very low (e.g., Leukfeldt et al., 2013) and probably much 
lower than for traditional crime. This may have resulted in a more selective sample 
of cyber-offenders compared to traditional offenders. On the other hand, response 
rates among cybercrime suspects where almost twice as high compared to traditional 
suspects. This could mean that the sample of traditional suspects who actually 
responded is more selective than the sample of cybercrime suspects who responded. 
Nevertheless, studying cyber-dependent offending requires the use of high risk 
samples as it is not very common in the general population. For comparing these 
crimes with traditional crimes, these samples drawn from police and prosecutor’s 
data provided the best way to gain relatively comparable samples of offenders. 
Secondly, for Chapter 2 the nature of the data limited the depth of the variables 
under study. For example, registration data cannot inform us about the strength 
of social bonds and people’s actual daily activities. Therefore, it remains unknown 
which specific aspects of the life circumstances that were studied were related to 
an increase or decrease in the likelihood of offending. The data used in Chapter 
3 to 5 provided more in-depth measures, but the cross-sectional nature of the 
data limited the ability to draw strong causal conclusions from the analyses. For 
example, it is unknown to what extent offending has a causal relationship with 
victimisation and it is unknown to what extent the similarity in deviance between 
social network members is the result of selection or influence processes.
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Third, the data used are based on Dutch adults. This is both an advantage and a 
limitation. Research on cyber-offending among adults in populations outside of 
the US is rare. Nevertheless, it is unknown to what extent the results on adults 
also apply to juveniles and adolescents, while for both cybercrime and traditional 
crime juveniles and adolescents are more likely to commit crimes than adults. In 
addition, it is also unknown to what extent the results on Dutch offenders also 
apply to offenders from other countries. For example, Dutch cyber-offenders may 
be less skilled than cyber-offenders from other countries (e.g., Chua & Holt, 2016; 
European Cybercrime Center, 2014; Holt & Kilger, 2012). In addition, cybercrimes 
can be easily committed across jurisdictions and offenders who commit their 
crimes across jurisdictions are generally less easy to identify (Brenner, 2006; 
Jaishankar, 2009; Kshetri, 2013; Leukfeldt et al., 2013). This means that it is likely 
that Dutch offenders who commit their crimes within the Dutch jurisdiction, were 
overrepresented in the data used in this dissertation.
Lastly, this dissertation empirically compared a specific group of cyber-dependent 
offenders to a general and quite diverse group of traditional offenders. The question 
could be raised if it would have been more helpful to compare cyber-offenders 
with a specific type of traditional offender. For example, a type of offender that is 
expected to be more similar to cyber-offenders. There was, however, no empirical 
indication for selecting a specific type of traditional crime. The literature only 
contained some hypothetical claims that cyber-offending would, for example, be 
more similar to white-collar offending or property offending, or that malware 
use would be similar to vandalism. Chapter 5, however, questions these claims. 
This indicates that selecting a comparative sample of a specific type of traditional 
offenders, based on hypothetical claims, would not have been a better solution. In 
addition, there are general patterns in offending over the life-course, risk factors, 
and similarity in deviance of social network members that basically apply to all 
types of traditional offending. Apart from this dissertation, there is no empirical 
knowledge on the similarity of cyber-offending and traditional offending. 
Therefore, this overall comparison of general patterns for offending addressed the 
most important gap in the literature.
6.4 Future research
Each chapter already discussed some future research directions for the specific 
domain addressed in that chapter. However, several general directions are 
important to discuss here. First of all, to address the general limitations discussed 
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above, replication in future research in different and larger samples, preferably 
with in-depth longitudinal data, is necessary. Different samples may include non-
Dutch, general population, or high risk samples of juveniles or adolescents. To 
enhance the generalisability of research based on police data samples, it could 
also be informative to study the differences between cyber-offenders who have 
been caught and cyber-offenders who have been able to avoid apprehension. This 
could, for example, shed light on the question to what extent they differ in their 
motivations to commit cybercrimes.
Second, this dissertation indicated that strong social contacts show less similarity 
in deviant behaviour for cybercrime compared to traditional crime. This may mean 
that selection and influence processes that lead to similarity in deviance of social 
network members, do not take place to the same extent for cybercrime as they take 
place for traditional crime. It could, however, also mean that other, less strong, and 
maybe only online social network members now take the role that strong social 
contacts take in traditional crime. However, in contrast to this assumption, the 
offenders generally indicated that they did not commit the crimes to impress others 
or gain power. Therefore, as discussed in the The Human Factor in Cybercrime and 
Cybersecurity Research Agenda (Weulen Kranenbarg et al., 2017), future research 
could further examine to what extent selection and influence processes can be 
found in, for example, online forums and gaming communities. This will inform 
us about the usefulness of intervening in these online communities. In addition, 
that research could shed light on the extent to which these online social contacts 
and online interactions are comparable to traditional social contacts and offline 
interactions. This will tell us to what extent traditional offline processes that are 
related to offending may be adjustable to new situations in the online world.
Third, in addition to utilizing the unique nature of cybercrime to study online 
criminal behaviour in new ways (like analyzing forums and other digital 
information, see for example Holt, Smirnova, & Chua, 2016), future research on 
cybercrime could also learn from criminological methodologies that proved to be 
useful for studying traditional crime. As Rogers (2011) states: ‘We need to move beyond 
mere anecdotes and cultural myths and adopt a scientific approach toward understanding 
cybercrimes and cybercriminals. […] We need to apply the same scientific rigor to computer 
criminals that we have applied in our attempts to understand general criminal behaviours.’ 
(p. 234). For example, I believe that in-depth longitudinal research is necessary to 
(1) find the exact causal processes and life circumstances that lead to committing 
cybercrime or desistence from committing cybercrime, (2) identify processes of 
selection and influence in online and offline social networks for cybercrime, and 
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(3) to examine a possibly causal relationship between offending and victimisation 
(Weulen Kranenbarg et al., 2017). Nevertheless, as discussed in the general 
conclusion, it is important that studies that use traditional methodology to explain 
cybercrime, adjust their predictors and measures to the digital domain.
Fourth, another method that could be adopted from research on traditional crime is 
the use of a social network method as the one used in Weerman and Smeenk (2005), 
in which all network members report on their own deviant behaviour, preferably in a 
longitudinal design (Weulen Kranenbarg et al., 2017). If that type of study includes both 
cyber-offending and traditional offending for all people in a social network, this will 
enhance our knowledge on (1) selection and influence processes, (2) the discrepancy 
between perceived and actual cyber-deviance of social contacts, (3) the extent to 
which actual and perceived deviance of social contacts differently influences cyber-
offending, and (4) to what extent the invisibility of cyber-deviance results in a larger 
discrepancy for cybercrime compared to traditional crime. It should, however, also be 
noted that general school classes that are usually used for this type of research, may not 
be useful for studying more technically advanced types of cyber-dependent offending, 
as these crimes may not be prevalent enough in these samples. Specialised primary or 
secondary school classes that specifically focus on students with IT-talent or other IT-
related education, may be more useful.
Fifth, in addition to traditional quantitative research methods, in-depth qualitative 
interviews could provide us with more detailed information on what strategy 
offenders use if they commit a cybercrime and if they actively seek opportunities for 
cyber-offending or if they simply come across these opportunities by chance during 
their daily activities (Weulen Kranenbarg et al., 2017). In addition, these qualitative 
interviews may, for example, be used to shed light on the question why the similarity 
in deviance of strong social network members is strongest for older social network 
members. This may inform us if and how older mentors could be used in intervention 
and prevention strategies.
Sixth, as it has consistently been shown that IT-skills are related to cyber-dependent 
offending, future research could focus on the role of IT-skills in committing 
cybercrimes. It is important to study differences in the level of IT-skills needed to 
commit different types of cyber-dependent crime. In addition, longitudinal research 
could examine how people acquire IT-skills and knowledge on how to use those skills in 
an illegal manner over time. Furthermore, as IT-skills are very useful in legitimate daily 
activities, research could start developing and evaluating methods that could stimulate 
people to use their IT-skills in a responsible manner (Weulen Kranenbarg et al., 2017). 
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Lastly, this dissertation hast shown that it is not enough to simply apply traditional 
explanations for offending to cyber-offending. For cybercrime, in order to be 
able to use interventions that are based on explanations for traditional crime, it 
is necessary to study the differences between cyber-offenders and traditional 
offenders. This dissertation is therefore a first step in assessing the usefulness 
of the large volume of criminological literature on traditional crime. Future 
research could further examine other domains in the criminological literature. In 
addition, the context in which cybercrime takes place provides new and unique 
opportunities of studying criminal behaviour. In one way or another, online 
behaviour is registered and could therefore be used to observe criminal behaviour 
in ways that have not been possible with offline behaviour. However, in order to 
generalise results based on online behaviour to criminal behaviour in general, 
comparisons between online and offline criminal behaviour are necessary as well. 
6.5 Practical implications
Based on the results for each domain, the individual chapters already discussed 
some practical implications. However, some more general implications derived 
from this dissertation and the existing literature are important to discuss here. 
It should be noted, that none of the prevention and intervention strategies 
discussed below have been evaluated empirically for cybercrime. In addition, the 
recommendations are based on a limited number of empirical studies. Therefore, 
authorities that are responsible for designing and executing prevention and 
intervention programs, are advised to carefully design and implement evaluation 
studies of the programs they design for cybercrime.
When using interventions designed for traditional offenders, empirically identified 
differences and similarities between cyber-offenders and traditional offenders 
should be kept in mind. It is not advisable to base the application of traditional 
interventions to cybercrime purely on hypothetical similarities. For example, 
this dissertation indicated that, in contrast to hypotheses in the literature, cyber-
offenders differ from white-collar offenders with respect to their motivations for 
committing crimes. While financial motivations are by far the most important 
motivation for white collar crimes, these motivations are almost absent for cyber-
offences in this sample. Therefore, interventions for cybercrime may not benefit 
much from reducing the expected financial gain of committing cybercrimes. In 
contrast to traditional crime, but in line with previous cybercrime research, this 
dissertation has shown that the level of IT-skills is an important predictor of cyber-
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offending, both when measured subjectively or with an objective IT-skills test. Cyber-
offenders even indicated that they mainly commit their crimes out of curiosity and 
for the educational aspect of enhancing their IT-skills. Therefore, interventions may 
benefit from stimulating them to satisfy these needs in legitimate ways, as this may 
reduce their need for using and enhancing their skills in an illegal way.
Fortunately, the skills needed to commit cybercrimes are also very useful in 
legitimate daily activities, for example in the cybersecurity industry. One way of 
helping cyber-offenders to use their skills in a legitimate way may be to help them 
find employment in which they could use their skills. It is, however, important 
to note that, in contrast to traditional crime, this dissertation indicated that 
employment and especially employment in the IT-sector also seems to provide 
opportunities for committing cybercrime. Simply providing employment may, 
therefore, have an undesirable effect. Consequently, it is important that cyber-
offenders are offered ethical guidance in their path to a legitimate profession and 
it is important to establish both strong formal and informal social control in their 
professional life. 
Subsequently, interventions that increase the perceived consequences for the 
offender and his or her victim may be helpful, as theories suggest that offending is 
more easy online, because there are no real consequences and victims are invisible 
(e.g., Jaishankar, 2009; Suler, 2004). Situational prevention could, for example, 
increase the offender’s perception of the risk of being detected and prosecuted. An 
example of such a situational approach is the use of a warning banner that indicates 
the surveillance of all processes on an IT-system and the likely consequences of 
the illegal use of that IT-system by the offender (e.g., Howell, Cochran, Powers, 
Maimon, & Jones, 2017; Maimon et al., 2014; Wilson, Maimon, Sobesto, & Cukier, 
2015). Interestingly, Jones (2014) shows that it may be helpful to use these warning 
banners to de-anonymise the possible victim of an attack, for example by signing 
such a warning banner with ‘Over-worked admin’.
Another way of increasing the risk perception of offenders is by so-called ‘cease 
and desist visits’ (National Crime Agency, 2017b). These may be a useful tool in 
preventing further and more serious offending of known offenders. In these ‘cease 
and desist visits’ an offender whose behaviour is not serious enough for arrest, 
has a face-to-face visit with a police officer. This visit shows that the offender’s 
criminal behaviour does not go undetected and the offender is advised to desist 
from committing crimes in the future, to prevent arrest and other negative 
consequences. However, as discussed above, it is very important that this type of 
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intervention also provides guidance in how to move from illegal use of IT-skills to 
responsible use of IT-skills. In addition, it is important that continuing offending 
after such a visit will actually result in a punishment. Otherwise, these visits will 
lose their impact in the future.
For cybercrime, a promising way of helping offenders to move from the illegal use 
of IT to responsible use of IT is by assigning offenders to a mentor. In contrast to 
traditional crime, it seems less effective for cybercrime to reduce the influence of 
real-world same-aged deviant peers. This dissertation indicated that older role 
models seem to have the most impact on cyber-offending and this could therefore 
be used in an intervention. An offender could be assigned to a mentor, a legitimate 
white hat hacker, for example, who provides guidance in ways to enhance 
cybersecurity without misusing IT-systems and without causing any damage. 
Such a mentor could, for example, explain the guidelines for ‘Responsible 
Disclosure’ (National Cyber Security Centre, 2016). ‘Responsible Disclosure’ is a 
‘practice of responsibly reporting any security leaks found. Responsible disclosure is based on 
agreements that usually mean that a reporter will not share his discovery with third parties 
until the leak has been repaired, and the affected party will not take legal action against the 
reporter’ (p. 89). By adhering to the rules of Responsible Disclosure, ex-offenders 
could still try to find vulnerabilities and thereby satisfy their curiosity and need 
for enhancing their IT-skills, without any negative consequences. In these types 
of intervention that focus on increasing legitimate use of IT and the perception of 
consequences of illegitimate use, it could be useful to know that this dissertation 
indicated that the offenders who commit the more technical types of crime, have a 
relatively higher self-control compared to the offenders who commit less technical 
types of crime. Therefore, their behaviour may be more rational than the behaviour 
of other offenders and they may be better able to assess the different ways in which 
they could act responsibly after they discover a vulnerability. 
Lastly, in an attempt to reduce the prevalence of cybercrime in the future, young 
people should not only learn IT-skills, but also responsible ways of using those 
skills. Right now, general prevention programs against cybercrime generally focus 
on techniques to prevent victimisation and, for example, schools start including 
programming and other IT-skills in their educational program. These general 
prevention programs are important to increase resilience against cyberattacks 
in the future, but ethics and other aspects of responsible IT-use should be an 
important component of these programs as well. Otherwise, young people will 
learn IT-skills without learning how to use them responsibly. Educational institutes 
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already adopted several ways of addressing their students’ offline risk behaviour 
and they should now adopt their strategies to behaviour in the digital world as well. 
In that way educational programs may be able to reduce their students offending 
in the present, and maybe even provide them with the skills and ethics that could 
reduce the prevalence and impact of new types of cyber-dependent offending that 
will arise in the future.
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